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e TpeboBaHMA K KaHalam CBA3U
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e QOnepartopbl CBA3M

L4 YacTo 3a4aBaemble BONPOChI



http://ftp.moex.com/pub/ConnectivityGuides/ru/MCG1001-RU-Colocation-ConnectivityGuide.pdf
http://ftp.moex.com/pub/ConnectivityGuides/ru/MCG1001-RU-Colocation-ConnectivityGuide.pdf
http://ftp.moex.com/pub/ConnectivityGuides/ru/MCG2001-RU-ConnectME-ConnectivityGuide.pdf
http://ftp.moex.com/pub/ConnectivityGuides/ru/MCG2001-RU-ConnectME-ConnectivityGuide.pdf
http://ftp.moex.com/pub/ConnectivityGuides/ru/MCG3001-RU-UniversalScheme-ConnectivityGuide.pdf
http://ftp.moex.com/pub/ConnectivityGuides/ru/MCG3001-RU-UniversalScheme-ConnectivityGuide.pdf
http://ftp.moex.com/pub/ConnectivityGuides/ru/MCG4001-RU-PointOfPresence-ConnectivityGuide.pdf
http://ftp.moex.com/pub/ConnectivityGuides/ru/MCG4001-RU-PointOfPresence-ConnectivityGuide.pdf
http://ftp.moex.com/pub/ConnectivityGuides/ru/MCG5001-RU-VPN-ConnectivityGuide.pdf
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http://ftp.moex.com/pub/ConnectivityGuides/ru/MCG6001-RU-Internet-ConnectivityGuide.pdf
http://ftp.moex.com/pub/ConnectivityGuides/ru/MCG6001-RU-Internet-ConnectivityGuide.pdf
http://ftp.moex.com/pub/ConnectivityGuides/ru/MCG2101-RU-ConnectME-UAT-ConnectivityGuide.pdf
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OipHC KNHEHTA

Colocation — rpynna ycayr, BKAOYatoLas CepBMC OpraHn3aumm TeXHUYECKOro AoCTyna K cepsucam MB m3
30HbI KO/IOKaLMK*, yCayr No opraHusaumm pasmelleHns 060opya0BaHua KAMeHTa B BblAeNEHHOM 3ae,
Pacrno/IOXeHHOM B HEMOCPEACTBEHHOM BIM30CTU K CUCTEMAM BUPXKM, @ TaKKe COMyTCTBYIOLMX K HAM
YC/IYT, TAKUX KaK: OPraHn3aLms KpoCcC-CoOeAMHEHMI MEXK Y APYrMMM KIMEHTAMM KOMIOKaLUMW, 4OCTYN B
MHTEPHET*, pe3epBMpPOBaHME AYEEK O XPaHEHMUS.

B 30He Konokauum K/'IMGHTy npenocrtaBaAaeTCcA CamblIi BbICOKOCKOpOCTHOl‘/‘I n Haﬂ,e)'KHbIl\/’I cnocob
NOAKNHOYEHNA K 6VIp)~KeBbIN\ cepBncCam. HeHOCpeﬂ,CTBeHHaﬂ 6.1130CTb K TOprosomy Aaapy obecneumsaeT
nyduiee Bpema NCNOJIHEHNA 3aABOK U MMHKMMaA/IbHblE 3a4ePXKKW NPU MONYHEHNN MapPKeT-4aTbl. YC/'IVFVI
Konokauuu AO0CTYNHbI AN1A 3aKa3a KakK PnANYeCKNMMU, Tak U ¢M3M‘4€CKMMVI Nnuamu.

30Ha KoNOKaumKn pacnonaraetca no agpecy: L0/ DataSpace r.Mocksa, yn.lLlapnkonoaWwmnnHMKoBCKas, A.
11, ctp.9, 3an 202

* Ycnyeu cessu, okasbiearomca onepamopom cesazu 000 «Mb 3awuma MHgpopmayuu», 8X009UUM 8
epynny Mockosckas bupxa. [pasuna u pecnameHm OKA3aHUA ycy2 c8A3U onybauKkosaHsl Ha calime, no
adpecy: https://informationsecurity.moex.com/ru/document
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TEXHMYECKA CXEMA

LiOA, DataSpace
r.Mocksa, yn.lWapvkonoawmnHukosckas, 4. 11, ctp.9
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OrepaTopbl CBA3N

[pyrve KnveHTbl
30Hbl KONOKaLUMM

S S

1 - MepumeTp 4OCTyMNa K TECTOBLIM CEPBMCAM Bupin ans cepsepHoro obopyaosarus (L2 cxema)*
2 - [epuMmeTp A40CTyMNa K TECTOBbIM cepBMcam bupxu ansa cetesoro obopynosaqus (L3 cxema)*

3 - MoaknoueHne nHTepdencos ynpasneHns obopysosaHmem

4 - HeToprosble NOAKA04EHMA 30HbI KONOKaLLMM ONUCaHbl B JIOKYMEHTe O MOAKMOYEHUN K
MPOMBILAEHHOMY KOHTYPY, KOTOPbIM AOCTYMNEH A48 MPOCMOTPa UK CKauMBaHMWA No aapecy
http://ftp.moex.com/pub/ConnectivityGuides/ru/MCG1001-RU-Colocation-ConnectivityGuide.pdf

MoaxnoyeHne cepsepHoro ob6opynosaHua KnmeHTa (Nol Ha cxeme Bblille) B NepuMeTp A0CTyNa K
TECTOBbIM CEPBMCAM BUPIKM BbINOAHAETCA ABYMA GU3NYECKMMM IMHKAMM K OTAENbHbIM CETEBbIM
YCTPOWCTBaM Ha cTopoHe bupiu. MHTepdelickl Ha cTopoHe KnneHTa A0/1KHbl 6bITb CObpaHbl B
OTKasoycTonumsyto rpynny no npotokony LACP (IEEE 802.3ad), noBepx KOTOPOro He0bX0AMMO BKIOUNTL
byHKUMIO TerMposaHua TpadurKka (nepesecti NopT B pexkim trunk) no ctaHaapTy IEEE 802.1g**.
[lonyCcTMMO, HO HEe PEKOMEHYETCA MCMO/b30BaTh HAa CTOPOHE KAWEHTCKOro 060pyA0BaHMNA TONbKO OAMH
dU3NYECKMIT NMHK. BO3MOXHbIE BapMaHTbl NMOAKIOYEHMS:

a. Hackopoctu 10rémt no ctaHaapty 10GBase-SR (onTvKa myabTMmMmoL);
b. Ha ckopocTtu 1r6mt no ctaHaapty 1000Base-TX (B1Tas napa), 1000BASE-LH, 1000BASE-SX
(onTnKa mynbTMMOL).

MoaxntoveHne cetesoro obopynosaHua KnmeHTa (Ne2 Ha cxeme Bbile) B NepPUMETP 4OCTYNa K TECTOBbIM
cepBucam BUPKM BbIMOAHAETCA ABYMA GU3MYECKMMU IMHKAMM K OTAE/IbHBIM CETEBbIM YCTPOMCTBAM Ha
CTOpOHEe BUpKu. MHTepdeiicbl ceTeBbiX YCTPONCTB Ha CTOPOHE KAneHTa A0MKHbI ObiTh B peskume L3 ¢
BK/IHOYEHHbIM NPOTOKOIOM BGP**. Ha cTopoHe KnneHTa pekomeHayeTcs NoaKaAdaTb ANHKM B
OTAENbHbIE CETEBbIE YCTPOMCTBA, OAHAKO BO3MOXKHO MCMOAb30BaTh ABA MHTEpdElica 04HOro CETEBOIO
ycTpoictea KnmeHTa. [lonycTMMOo, HO He PEKOMEHAYETCA MCNO/b30BaTh HAa CTOPOHE KAMEHTCKOrO
0b0pyL0BaHMA TONBKO OANH GU3NYECKMIA TMHK. BO3MOXKHbIE BapMaHTbl MOAKAOHEHNA:

a. Hackopoctun 10rémt no ctaHgapty 10GBase-SR (onTvKa myabTMMoL4);
b. Ha ckopoctu 1Iéumt no ctaHgapty 1000BASE-LH, 1000BASE-SX (onTuKa MyabTMmMoOA).
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http://ftp.moex.com/pub/ConnectivityGuides/ru/MCG1001-RU-Colocation-ConnectivityGuide.pdf

B cnyyae nNooHUTHOTO pasmeleHna KnmeHTa B 30He KoloKaumm (N23 Ha cxeme Bbille) MOAK/IYEHNE
nHTepdeicos ynpasneHmna obopyaosaHuem (iLo, IPMI, iDRAG 1 T.4.) sBnaeTca 0683aTeIbHbIM YCOBMEM.
MNpeaocTaBnseTcs no ctaHaapTy 1000Base-TX (Butana napa).

Bupska He HaknaAblBaeT OrpaHMYeHuit Ha KOMMYECTBO MOAKAOYEHHbIX CXeM K OA4HOMY 060pyA0BaHMIO
KnneHTa (B T.4. MOAKAIOYEHME K KOHTYpY, KOTOPbIM He paccMaTpuBaeTcA B AAHHOM AOKYMeHTe), npwu
[OCTaTOYHOM KOJIMYECTBE 4151 MOAK/MOYEHNS MOPTOB.

* [loOpobHbie mpebosaHus K cemesbiM NOOKAYEeHUSM ONUCAHbl 8 pe2aameHme  pasmeweHus
0bopydosaHua U nposedeHus pabom e 3oHe Kosokauuu (e LIO/] Dataspace), akmyaseHylo 8epcuro
Komopoz2o moxcHo Halimu Ha calime bupxcu: https.//fs.moex.com/files/7999

** Adpeca ebi0aHHbIx KnueHmy nodcemeli (6 m.4. mpaH3umHeix 048 L3 KOHmMypa), ux NpuHAOAeHHOCMb K
VLAN yKka3aHel 8 paszdene «[lnaH adpecayuu». basosele Hacmpolku uHmepgelicoe u npasuna
Mapwpymusayuu npusedeHsl 8 pasdese «VIHcmpykuus no Hacmpolike 060py008aHUA».

I[TOAAEP)XVMIBAEMOE ObOPY AOBAHINE

B 30He Ko/IoKauMu NoaLepXKMBAETCA MCNOb30BaHMe CneaytoLwero O60py,£I,OBaHVIF|Z

e B CTOEYHOM BapuaHTe WCMoaHeHusa (rack-mount) M UMmerollee B KOMMJIEKTE CTaHAapTHble
aN1eMEHTbI KpenaeHus (canaskn / penbcbl / KPOHLITENHbI) B CTaHAAPTHbIe 19 At0IMOBbIE CTOMKM.

®  CO BCTPOEHHbIM MU MOHTMPYEMbIM B CTOMKY BJIOKOM MUTaHMA.

e 0b0OpyaoBaHMeE, MMEIOLLEE KaK MUHUMYM [1B3 MCTOYHMKA NMUTAHWS B PEXMME PE3EPBUPOBAHMA.

BupKa He HaknaAblBaeT OrpaHMYeHnin Ha BbIbOp Npou3BoAmMTenei obopyLoBaHMA ANA pasMelleHusa U
NOAK/OYEHNA B 30HE KOJIOKALMH.

He noaaepxmBaeTca 1 3anpeLleHo K yCTaHOBKe creayroulee O60pyﬂ,OBaHMeZ

® MMetollee HeCTaHAAPTHblE pa3beMbl MUTAHKA;
® Metollee cieapbl HeaBTOPM30BaHHOW MOAMDUKALMM, B TOM YNCIE B LENAX MUTaHKA;

e MMelollee B CBOeM COCTaBe yCTpolcTBa/moay v 6ecnpoBoaHOM cBA3K (1toboro Tmuna);
®  VMetollee B CBOEM COCTaBe yCTPOMCTBa/MOAY/IM BUAEO- UM 3BYKO3AMUCH;

®  MoOBpeXaeHHoe UK HencnpasHoe obopyaoBaHMe.

Bbile nepevncneHbl OCHOBHbIE BUAbI NOAAEPHKMBAEMOro 060pya0BaHus, NoaHoOe onvcaHmne TpebosaHui
MOKHO HalTV B pernameHTe pasmelleHuns obopyaoBaHmua U nposeseHns pabot B 3oHe Konokaumn (8 LLO/,
Dataspace). AKTya/ibHas Bepcusa  [OaHHOrO  perlameHTa  pasmelleHa Ha — caite  Bupsku:
https://fs.moex.com/files/7999.

TPEBOBAHII K KAHAAAM CBA3N

MoakntoyeHua B nepnmeTp A0CTyna K TECTOBbIM TOProBbiM CUCTEMaM OCYLLECTB/IAKOTCA Ha CKOPOCTAX:

e 10T6wuT/c (CtaHaapT 10GBASE-SR);
e 1T76ut/c(CraHaapT 1000BASE-TX, 1000BASE-LH, 1000BASE-SX).

MofKMOYEHMA ANA MONYYEHUA 3ePKaNIMPOBAHHOMO TpaduKa MOBTOPAIOT TEXHONOMMIO 3epKaIMPyemMoro
NOAKAOYEHWA B MEPUMETP A0CTYMNa K TeCTOBbIM TOPrOBbIM CUCTEMAM.

Ha fAaHHbIX NOAKNIOYEHMAX HE OCYLLLECTBAARTCA OrpaHUYeHne NPonycKHoM cnocobHoCTM KaHana (shaping)
KnneHTtckoro Tpaduka.

* 3aseneHus o gelbope unu 06 uameHeHuu ycaye OO0 «Mb 3awuma VIHgopmayuu» MOXHO Halimu Ha
calime: https://informationsecurity.moex.com/ru/document
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[11AH AAPECALIUI

CeTeBOM [OCTYM K PasAMyHbiM  cepBucam MOCKOBCKOM BUpXM  [0/MKEH OCYLWECTBAATbCA U3
npeaHa3sHaYeHHOro 418 3TOro afpPecHoro NPOCTPaHCTBa. B COOTBETCTBMM C 3TUM NPUHUMNOM 33 KAMEHTOM
pesepBMpYIOTCA caeaytolime agpeca:

HasHauyeHuWe 3ape3epBMpPOBaHHOM NOACETH Anpec 3ape3epBMpoBaHHON NoACeTH
ALPECA 1A AOCTYMA K CEPBUCAM BUPKN

TpaH3aKUMOHHbIE NOAKNKOYEHMA 10.223.X.0/24

MNoToku FAST FeedA (Be3 ¢uabTpaumm no pbiHKkam) 10.221.X.0/24

MoToku FAST FeedB (be3 ¢punbTpaLmMm No pbiHKam) 10.222.X.0/24

TPAH3WUTHbIE CETU /1A CBASHOCTW CETEBOIO OGOPYAOBAHWA MO NPOTOKO/Y BGP
NleBas Hora 10.215.X.160/28

MpaBan Hora 10.215.X.176/28

Adpeca cemeli sbidensromcs Mockosckoli bupxceli npu Hacmpolike ycnyau. KoHeyHsie IP adpeca 04
c8OUX cucmem onpeodenaromcs  KAUEHMOM CAMOCMOAMensHO U 3aKaselearomca Yy  bupxu
coomesemcmeayrouieli 3a98Kol*.

Homep aBToHOMHOWM cucTembl (AS Number) ans ncnonb3oBaHMs Ha ceTeBoMm obopyaoBaHMM KnneHTa
BblaenaeTca bupxel M3  yacTHOro AuanasoHa. [lonyckaeTcd  MCNo/fb3oBaHWe  Ny6aMYHOM,
3aperucTpupoBaHHoi 3a KIMeHToM aBTOHOMHOM CUCTEMBI.

Ana ceasHocmu cemegoeo 060py008aHUSA 8 KaYyecmee mpaH3umHelx ucnonssytomca /30 cemu u3
YKA3aHHbIX OUAaNasoHos.

*  Qopma 30688KU Ha  8bldeneHUe  adpecos  npusedeHa 8  peaaameHme  KosoKayuu
https://fs.moex.com/files/7999

Anpeca cepsmcoB MOCKOBCKOM BUp»u onybanKkosaHbl no agpecy: https://www.moex.com/s328, a Tak xe
MOTYT BbITb NPEAOCTaBNEHbI MO 3aNPOCY B CAYXKOY TEXHUYECKOW MOALEPIKKM.

VHCTPYKLIVI TTO HACTPOVIKE OBOPYAOBAHIS

[Nna KAMEHTOB B TOProBOM CETU BUPMKM AOCTYMEeH cepBUC AOMeHHbIX MMEH (DNS) no aapecam:
91.203.252.10,91.203.254.10 1 npoTOKO/ CMHXPOHM3aLmMK BpemeHM (NTP): 91.203.252.12,91.203.254.12.

WMHCTPYKUMA NO HACTPOMKE CETEBOIO OBOPY/I0BAHUA

Ha noakntoyeHusax ceTeBoro 06opyAoBaHUA HEOOXOAMMO HACTPOUTL IP CBA3HOCTb, 0OMEH MapLUpyTamu C
obopyaoBaHnem Bupxun no npotokony BGP, a Takxke PIM B pexume SSM (Source-Specific Multicast).
Bupska He HakNaAblBAET OrpaHUUYEHUI Ha apXUTEKTYPY MHOPACTPYKTYpbl KaveHTa, Haxoasuweics 3a L3
NOAK/MOYEHNEM B 30HE OTBETCTBEHHOCTU KmeHTa.

Tanmepbl BGP: keepalive 3, hold 20

MpU HaAMYMM TEXHUYECKOWN BO3MOMKHOCTM PEKOMEHIyeTCs AOMNOAHWTENbHO HacTpouTb Bidirectional
Forwarding Detection (BFD).

Talmepbl bfd: interval 250 min_rx 250.

PekomeHaaumn ana nnatdopmsl Cisco:

o

) He 3abyabTe BKAOUMTL «feature bfd»
) bfd echo nonxHO BbITb BKAOUYEHO
)
)

N =

Ha nHTepdelice nponuncatb HaCTPOMKY: «no ip redirects»

3) OTKpbITb NopThl udp 3784,3785 B 06e cTopoHbl B ACL, ecniv ncnosib3yetcs
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4) TMomumo BKAtoUeHMn bfd Ha nHTepdeice Heobxoaumo Aob6asuTb bfd eLlé 1 B KOHTEKCT router bgp
MHCTPYKUMA NO HACTPOWKE CEPBEPHOIO OBOPYJOBAHUA
Ha nHTepdeicax, npeaHasHaueHHbIX ANA NoaydyeHma multicast, pekomeHayem oTKAYaTh onuumio Reverse
Path Filtering.

[Ba dusnyecknx nHTepdelica cepsepa, BblAeNEHHbIX 417 NOAKAOYEHUA K HOEBbIM M MIPOBbIM CEPBUCAM,
pekomeHayeTcs cobpaTtb B rpynny no npoTtokony LACP (IEEE 802.3ad). lMony4mBLIMIACA BUMPTYyaabHbIN
nHTepdeic byaeT MCcnoab3oBaThCA A4 AO0CTyMa K pasHbiM cepBucam no oTaesnbHbim VLAN-am (IEEE
802.1q).

[ocTyn K TpaH3aKuMoHHbIM cepaucam (FIX, TWIME, Plaza lin T.4.):

Ha wHTepdeicax noAKAlOYEHMA K NepuMeTpy AOCTyna K TeCTOBbIM TPaH3aKUMOHHbLIM CepBMCaM

Heobxoanmo A06asuTb B trunk group VLAN 223 1 HacTpouTb:
ip: BblaeneHHbI agpec/agpeca u3 cetn 10.223.x.y/24, roe «x» — HOMep [OroBopa Ha
pasmelleHne obopyaoBaHua B Konokaumm (x/CL), a «y» - BbibMpaeTca Ha ycMoTpeHue KaneHTa™*
netmask: 255.255.0.0

default gw: He yKa3biBaTb

[0o6aBWTb MappyTbl**:

route add -p 91.203.253.58 mask 255.255.255.255 10.223.0.1

route add -p 91.203.253.59 mask 255.255.255.255 10.223.0.1

route add -p 91.203.253.62 mask 255.255.255.255 10.223.0.1

route add -p 91.203.252.62 mask 255.255.255.255 10.223.0.1

route add -p 91.203.254.62 mask 255.255.255.255 10.223.0.1

route add -p 91.203.253.199 mask 255.255.255.255 10.223.0.1
[na npoBepKn KOPPEKTHOCTU HACTPOEK B CeTK A0CTyneH ping Ha agpec 10.223.0.1
TecToBble NOTOKM MapKeTAAThI:

Ha nHTepdelicax NoAKAOYEHUA K MepuMeTpy AOCTyna K TeCTOBbIM CepBMCaM HeobxoamMmo A06aBUTb B
trunk group asa HoBbix VLAN-a, 221 1 222 1 HacTpOUTb:

Feed A:
VLAN 221
ip: BbloeneHHbIM agpec/agpeca m3 cetm 10.221.x.y/24, roe «x» — HOMep [O0OroBopa Ha
pasmelleHne obopyaoBaHua B KonoKkaumm (x/CL), a «y» - BbibMpaeTca Ha ycMoTpeHue KaneHTa™*
netmask: 255.255.0.0
default gw: He yKa3biBaTb

Feed B:

VLAN 222

ip: BbloeneHHbIn agpec/agpeca un3 cetm 10.222.x.y/24, roe «x» — HOMep [O0roBopa Ha
pasmelleHne obopyaoBaHmua B Konokaumm (x/CL), a «y» - BbibMpaeTca Ha ycMoTpeHue KaneHTa™*

netmask: 255.255.0.0

default gw: He yKa3sbiBaTb

[06aBuTb MapLpyTbi**:

route add -p 91.203.253.238 mask 255.255.255.255 10.221.0.1
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route add -p 91.203.255.238 mask 255.255.255.255 10.222.0.1
route add -p 91.203.253.239 mask 255.255.255.255 10.221.0.1
route add -p 91.203.255.239 mask 255.255.255.255 10.222.0.1
route add -p 91.203.253.235 mask 255.255.255.255 10.221.0.1
route add -p 91.203.255.235 mask 255.255.255.255 10.222.0.1
route add -p 91.203.253.242 mask 255.255.255.255 10.221.0.1
route add -p 91.203.255.242 mask 255.255.255.255 10.222.0.1
route add -p 91.203.253.243 mask 255.255.255.255 10.221.0.1
route add -p 91.203.255.243 mask 255.255.255.255 10.222.0.1
route add -p 239.195.1.24 mask 255.255.255.248 10.221.0.1
route add -p 239.195.1.152 mask 255.255.255.248 10.222.0.1
route add -p 239.195.1.64 mask 255.255.255.192 10.221.0.1
route add -p 239.195.1.192 mask 255.255.255.192 10.222.0.1
route add -p 239.195.9.0 mask 255.255.255.128 10.221.0.1
route add -p 239.195.137.0 mask 255.255.255.128 10.222.0.1
route add -p 239.195.12.64 mask 255.255.255.192 10.221.0.1
route add -p 239.195.140.64 mask 255.255.255.192 10.222.0.1
MogpknoueHne uHTepdeitca yoaneHHoro ynpasneHuma:
Ha BblgeneHHom nopty ynpasnenua (HP ILO Advanced, IBM RSA, DELL DRAC, IPMI n ap.) Heobxoammo
HaCcTPOUTb:
ip: BbloeNeHHbI agpec/aapeca u3 cetn 10.219.x.y/24, rae «x» — HOMep [0roBopa Ha OKasaHue
YCNyr CBA3M B 30He KonoKaumu (x/CLZ), a «y» - BbIBMpaeTca Ha ycMOTpeHue KaveHTa*
netmask: 255.255.0.0
default gw: 10.219.0.1

Mo ymOnYaHWio AOCTYyN B HanpasaeHuW uHTepdelca ynpasneHus 3anpelleH. Heobxoammblii 40CTynN
OTKPbIBAETCA MO 3anBKe.

Mcxonsdwme coeauHeHWs B HanpasieHMM cetu MHTepHeT OT MOPTOB MNOAK/YEHMA UHTepdeincos
yAaNeHHOr0 yNpasneHnsa 3anpeLueHs.

* - neped ucnosb308aHUEM 8bI6PaHHLIU adpec Heobxo0umo C0eanacosams, HANPAsU8 3aNPOC HA
sblOeneHue adpeca Ha colo@moex.com

** - cuHmakcuc npuseder 014 Windows naamagopmsi

KAK HAYATD PABOTATD

[ns Havana paboTbl KAMEHTY HEOBXOAMMO BbINOMHUTL CaeaytolimMe AercTBuA:

e [IPOKOHCYNbTMPOBATLCA C MEHEAKEPOM M3 OTAENA NPOAAXK TEXHONOTUYECKUX YCAYT NO TenedoHy
+7 (495) 363-3232 n06. 5656 van no email itsales@moex.com. COTpyaHWK OUPKM MOMONKET
YAOCTOBEPUTLCA B TOM, YTO BbiOpaHHOE pelleHne onTMMaabHO NOAXOAMT No4 3a4a4uM KAUEHTa,
MOACKANKET KaKkne JOKYMEHTbl HeobXOAMMO 3amno/IHUTb M B KakKOM MNOpAAKe Ay4ylle BCero
OpraHn3oBaTb AanbHeNLwyo paboTy.
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O3HaKOMMUTbCA C OCHOBHbIMW PErNAMEHTHBIMW JOKYMEHTaMK Mo ycayram Konokaumu: Mpasuna
OKaszaHuA ycayr B 061acTM MHPOPMALIMOHHBIX TEXHONOTMI B 30HE KOJOKauuu u PernameHt
pa3smelleHna obopyaoBaHMA M NpoBeaeHNs paboT B 30HE KONoKaLMK.

BblbpaTh NpoToKoAbl M MO ana noakntoueHus (Bbibop MoXKeT BbiTb 06YCNOBEH YiKe UMEeoLMMCA
Toprosbim MO).

BbIb6paTh HEOBXOAMMYIO APXMTEKTYPY MHCTANNALMK, COCTaB 06OPYA0BAHMA U TUMbI NOAKAOYEHNA
Kak K buprke, Tak 1 K ceTn NHTepHeT.

MpucnaTthb ABa 3K3eMNAAPa 3anoNHEHHOro 61aHK-3aKa3a 1 0AMH 3K3eMNAAp GopmMynsapa KAMeHTa
no YOLW wan opurmHanamm Ha agpec: 125009 r. Mocksa, yn. BosasukeHka, 4.4/7, ctp.l.
CoTpyaHWKM  BUPKM  MNPOBEPAT KOPPEKTHOCTb 3aMNOJHEHWA AOKYMEHTOB W MOATBEPAAT
BO3MOXHOCTb Ha4YMHaTb NPOLLECC MHCTANNALMMN.

Mpucnatb Ha colo@moex.com ¢ oAHOro M3 email ykazaHHOro B opmynape KAMeHTa 3anpoc Ha
cornacoBaHMe AaTbl M cocTaBa WMHCTanAAUMKM (Gopmy 3asBKM MOXKHO B3ATb M3 pernameHTa
KOMIOKaumn).

(OnumnoHanbHO) MpoTn Npoueaypy ceptTnudmrKkaumm MO KamveHTa Ana NOAKAOYEHNA K TOProBbiM
cuctemam MocKoBcKol bupxn (TpebyeTca, ecnv naaHWpyeTca WCMoib3oBaHME HETUMNOBOro
Toprosoro MNO).

MoanucaTb cornaweHne ¢ MOCKOBCKOW bupskelt 0 npefocTaBaeHUnM A40CTyna no BbibpaHHOMY
nporpammHomy obecrneyeHunto 1 MHGOPMALMOHHBIM NMPOAYKTAM.

3anycTuTb CUCTEMY B MPOMBbILLEHHYO SKCNAyaTaumio.

ITPOLIEAYPA OBPAIIIEHINI B TEXHMYECKYIO TTOAAEPXXKY

B cnyyae, ecnn KnmeHT obHapy»K1BaeT HEUMCNPABHOCTb YCAYIM WK NPU BO3HMKHOBEHUK t06BOro Bonpoca
Kacaloulerocs NoOAKAYeHWs, HeobXxoAMMO CBA3aTbCA CO CNYyKOOM Moadep KU Bupsku, npeaoctasus
cnesytouyo nHbopmaumio:

HavmeHoBaHWe opraHusaumy;

Mcnonb3yemas ycayra ana nogkatodeHns K bupske: Colocation;
IP agpeca c KOTOPbIX MPOU3BOAMUTCA NMOAKIOHYEHME;
O6opyaoBaHMe C KOTOPOro NPOM3BOAUTCA MOAKMOUEHNE™;
KpaTkoe onucaHue npobaemsi;

(OnumoHasnbHO) Pesy/ibTaTbl TECTOB, NPOBEAEHHbIX KNMEHTOM.

* Koo, npucsoeHHbil Bupxceli npu sHoce obopydosaHusa (MOEX-Code)

O6paLlLeHUA NPUHUMAIOTCA TOBKO OT JINL, YKa3aHHbIX B opmynspe.

KOHTaKTbl TEXHUYECKOMN NOAAEPHKN:

T +7 (495) 733-9507, +7 (495) 287-7691,

T +7 (495) 363-3232, nob. 2345
E-mail: colo@moex.com
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OIIEPATOPHI CBA311

*AO "PerHHer" — *MAO "Bbimnen-
RE? 6 :' Je Ten.: + 7 (495) 663-16-40 mm GunauH® | Kommynkauuw

. BHanec Ten.: 8 (800) 700-80-61

SNy ) *3A0 "PE/IIANH" *3A0 "MAKOMHET"
: R@u’“’u’/ Ten.: +7(495) 256-8181 JiMAGOMNET Ten.: +7 (495) 796-94-00

TANeKOMMYHHKUHOHKAR KOMNIHKA

*000 "Asenakom" 000 "3xsanT"
AVELACOM | 1en: +7 (495) 777-03-01, Business | " U a0
Ten.: +7(925) 007-04-33 ClELEEE Services -

NAO "Mera®on" . NAO "MobubHble
Ten.: +7 (495) 502-20-00 ma TeneCucrems!"
MErAMOH Ten.: +7(812) 960-00-00 Ten.: +7 (495) 956-00-00

telecom

TTI oo
P / | Ten: +7 (495) 627-59-44

Ten.: +7 (495) 784-66-70

D AO "MACTEPTEN"

OAO "KOMKOP" L% .
0@ | +7(495) 411-71-71 MASTERTEL |07 Egg; s e
High-Quality Telecommunication Services Ten.: + _29_

* Onepamopel, ycmaHosuswue oﬁopydoeaHue 8 30HE KO/I0OKAUUU U 20maosble 0Kasbieameso yCriyeu C8A3U.

YACTO 3AA4ABAEMBIE BOITPOCHI

Kakune noKymeHTbl He06X0AMMO 3aNOAHUTL ANA YCTAHOBKU 060pYyA0BaHMA B KONOKALMIO?
Bce LOKYMEHTbI pacnosioXeHbl Ha cTpaHuue http://www.moex.com/al1819
3ano/HeHHble JOKYMEHTbI CAeayeT 40CTaBUTL No agpecy: 125009, Mocksa, yn. Bosasuskerka 4/7, ctp.1.

Mory v A Kak ¢usnyeckoe ML YCTaHOBUTL CEPBEP Ha KONOKALMIO U NOAKNIOYUTLCA HANPAMYIO K LAIO3Y
ONA TOProsan?

Bbl MOKeTe 3aK/0unTb ¢ BuprKelt AOrOBOP Ha pasmelleHre 060pyL0BaHUA KaK GU3MYECKOe NLLO,
0[HAKO, TO/IbKO YYaCTHWMK TOProB MOMKET BECTM TOProB/to Ha Bupske. B aTom ciydae Bam notpebyetca
3aKa3aTb AONONHUTENbHYIO yCayry y Bpokepa.

Ecnu Bbl nnaHMpyeTe NOAKAYUTLCA K BUPIKe TONbKO 418 NONYYEeHMs AaHHbIX, Bbl MOMXKETE 3aK/104NTb
[00roBop Ha dusnyeckoe nmuo. na nonydyeHma 6onee noapobHoOM MHGOPMALMK, NOXKANYIACTA,
obpaTuTeCh B OTAEN NPOAAXK: itsales@moex.com.

KaKkune cepBuCbl AOCTYMHbI B KOJIOKALMN?
Bce TecToBble cepBUChI BupxKu.

Kakum o6pazom nnanmpyetcs Bu3anuT B LLOL? Hy*XHO M Ham oTnpaBuTb 0pULLIMaNbHbIM 3anpoc?

[ns Toro, Yytobbl 3an1aHMpoBaTh BU3MT B LIO, HanpasbTe 3aABKy Ha agpec colo@moex.com ¢
YKa3aHWeM LLenu, 1aTbl U BPEMEHUW BU3MTA B AaTa-LEeHTP (KaK MMHMMYM 3a 3 Yaca 10 NAaHMPYyeMoro
BPEMEHMW BM3UTA).

B 3asBKe LLoKeH OblTb YKa3aH nepeyeHb naaHupyemblx pabot ¢ obopyaosaHnem, PVO coTpyaHUKOB,
NPoOun3BOAALLMX PabOTbl OT INLA KANEHTOB.

Mpu noceweHnn LLOL Bce COTPYLHMKM AONKHBI UMETH C COBOMN LLOKYMEHTbI, YAOCTOBEPAIOLLME TNYHOCTD.

I'ne pasmewaetca obopyaosaHme?

B mawwnHHOM 3ane LleHTpa O6paboTkm JaHHbix (LLOJ) Dataspacel, pagom C TOProBbIM A4POM BUPHKK B
uensx obecneyeHMa MUHUMAbHOM 3a[ePKKM JOCTaBKM TOPTOBbIX 3aABOK U BUPKeBon MHGopMaLmUn.
Apec LOA: r. Mocksa, ya. WapukonoawnnHmnkosekas, 4. 11, ctp. 9, 115088.
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KaKkue ecTb BapunaHTbl pasmeLLeHna 06opyaoBaHUA?
MpeaycMOTPEHO f8a TUMa Pa3MELLEHMA: MOHUTHOE M MOCTOEYHOE:!
e B c/ydae NOIOHWUTHOIO pasmMeLLeHms KAMEHT OnlaunBaeT Kaxdbli 3aHMMaeMmbll obopyaosaHmem
IOHWUT U COAMHUTENbHbBIE IMHMU MEKAY CBOMM 060pY/A0BaHNEM PAa3MELLEHHbIX B Pa3HbIX
IOHWTaX.
e B c/ydae MOCTOEYHOrO PasMeLLEHNS KAMEHT OMNaYMBaeT CTOMKY Le/IMKOM BHE 3aBMCMMOCTM OT
TOrO, CKOJIbKO 060PYA0BaHMA OH TaM YCTaHOBUT.

Kakoe o6opyaoBaHMe Mbl MOXKeM Pa3MeCTUTb?

Cepsepbl, ceTeBoe 060pyA0BaHMNE, CUCTEMBI XpaHeHWA. Moaenn obopyaoBaHWA 418 peanm3aumm Bawmx
notpebHOCTeN 1 Npon3BoAMTENEN 3TOrO 060PYA0BAHMA Bbl BbIOMPAETE NONHOCTLIO HA CBOE YCMOTPEHME
BO3MOKHOCTb YCTaHOBKM 060pYA0BAHMA C OXNAXKAEHNEM NPU NOMOLLM ANINEKTPUUYECKOM KUOKOCTH
paccmaTpMBaeTCa B MHAMBUAYANbHOM NOPAAKE ANA KaXKA0M eAnHULLbI Takoro obopyaoBaHuMA.

MecTo ana 060pya0oBaHNA orpaHnyYeHo. Bo nsbekaHne HeoXKMAaHHbIX OTKAa30B B Pa3meLLeHum,
enateNbHO cocTaB 060PYA0BaAHNA COMNACOBbIBATbL C COTPYAHMKAMM BUpKu.

MoapobHee o TpeboBaHMAX K pazmelllaeMomy 060pyA0BaHMIO B PEFIAMEHTE pa3MelLleHna
obopyaoBaHMA 1 NposeaeHna paboT B 3oHe kKonokaumu (8 LLO/ Dataspace), akTyanbHyo Bepcuio
KOTOPOro MOXHO HalTK Ha caiTe bupsku: https://fs.moex.com/files/7999.

KakoBbl pasmepbl 060py0BaHMA, KpENNeHUA, CKO/IbKO 060pYyL0BaHNA MOKHO PAa3MECTUTL B CTOMKY?
Pasmepbl 060pyA0BaHNA AOKHbBI AOMYCKAaTb €ro YCTaHOBKY B CTaHAAPTHYO 19-A10MMOBYIO CTOMKY Ha
04HO MK Bonee NocaaoyHbIX MecT (OHUTOB). aBapUTHbIE XapaKTepUCTUKM cTorKkK: 700 x 1200, 48
tOHUTOB, M3 KOTOPbIX 42 tOHWUTA AOCTYMNHbI 418 Pa3MeLleHna 060pyA0BaHMA.

Croika obopyaoBaHa opraHaiisepamu 1 PDU, KOTOopble, B 3aBUCMMOCTM OT pasmepa pasmeLLaemoro
obopyAoBaHMA, MOTYT MellaTb MOHTaXy 060pyL0BaHMA Ha OTAE/AbHbIX MeCTaX, T.e. MoJe3Hasn eMKOCTb
CTOMKM MOXKET OKa3aTbCA MeHbLLE.

EcTb M y Bac Kpenéx ana MoHTaxka 06opyaoBaHUA B CTOMKY'?
[a, Mbl NpeaoCcTaBaAAeM 3/1eMEHTbI Kpenexa (raiiku, 60aTbl), COBMECTMMbIE CO CTOMKaMM.

MOXHO /M pasMecTUTb AgyX-, Tpex- u 6onee-loHUTHoe o6opyLoBaHue?
[la — NpW HaNUYMUKU TEXHUYECKOM BOSMOMHOCTU. 118 NOIOHUTHOrO PasMeLLeHNa No CTOMMOCTM 3TO
COOTBETCTBYET Pa3MeLLEHMI0 COOTBETCTBEHHO AB8YX, TPEX U 6o/1ee OHOIOHUTHbBIX CePBEpPOB.

ECTb 1 orpaHMYeHmA No MOLLLHOCTKH?
[a, MoLWHOCTb pa3melaemoro obopya0BaHUA orpaHnyeHa.

e B pamkax ofHOW yCAyrv apeHbl FoHWUTa, MOWHOCTb orpaHuymBaeTca 500 BT no nacnopTHbIM
OaHHbIM 6/10K0B NUTaHMA. Mpu pasmelleHnn cepsepa ¢ MolHocTbio oT 501BT ao 1000BT Ha
0AMH 610K MUTaHUA CTOMMOCTb ByAeT COOTBETCTBOBATb PA3MELLEHMIO ABYX OAHOOHUTOBbIX
cepsepos, oT 1001BT g0 1500BT Ha oanH BAOK NMUTaHUSA — TPEX CepBepoB U T.A4.

e B c/ayyae NoCTOEYHOro pasmMelleHma CyMMapHasa MOLLHOCTb OrpaHNUYMBaETCA GaKTUYECKUM
notpebneHnem 6 KBT Ha cToMKy (7KBT npu 3aKase AONOAHUTENLHOM yCayri).

TpebyeTca nu cepTudmkaumsa obopynosaHua?
TpebyeTca ToNbKo 0bs3aTensHan B PO ceptudukauma obopyaosarus (TOCT P, C3C).

KakoB foskeH 6biTb TUN NUTaHWA 060pyaoBaHUA?

Ob6opynoBaHMe A0NKHO UMETb HE MeHee ABYyX O/10KOB NMUTAHWA B peXKMMe pe3epBupoBaHma (1+1).
Tun nutanuma: 220V, 50Hz.

Tun posetok PDU IEC C14.

MNpepocrasnsaere Av 8bl Kabenu NUTaHUA? ECAK HET, KaKUM TpeboBaHUAM AOKHbI YAOBNETBOPATL HaLLIM
kabenun?

KnmeHTckoe 06opya0BaHMe A0MKHO MMETb Kabenb NUTaHUA B KOMIM/IEKTE, HO B C/ly4ae HeobxoaMmocTu
Mbl MOXeM obecneynTb Bac CTaHAaPTHbIMKW Kabensmu nutaHua. Ecnm Bam HeobxoaMMbl HecTaHAAPTHbIe
WHYpPbI/pasbEMbl, MOXaNyNCTa, CBANKMUTECH C HAMM 3apaHee, YTOBbl Mbl MPOBEPUIN UX HaIMYME Ha
cKknage.
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Moxem nu mbl choTorpadmpoBaTh CBOK CTOMKY ¢ obopyaosaHvem B LOA?
[a, 3T0 BO3MOKHO, HO TO/IbKO B Npeaesnax apeH10BaHHOW CTONKM.

KTo 3aHuUMaeTcA pasmelleHNEM Hallero OGOpyAOBaHMﬂ B CTOIKE U noaknt4YeHnem ero K cetam nuTaHua?
Ecnu Bbl 3aKka3biBaeTe ycnyry nOKOHUTHOIO pasmMmelleHnA, BCe NMOAKNHYEHNA N MOHTAX O60py,£I|OBaHVIﬂ
OCYyLLECTB/IAET HAll NHXKEHEP. B CNlydae NocCToe4YHOoro pasmeleHna, Nno4AKIH0HYEHNE M MOHTAX Bbl MOXKETE
npon3BecTn nmbo CaMOCTOATE/IbHO, nbo BOCNONb30BATHCH yCnyramun Hallero nHxeHepa.

I'Iomanyﬁaa, O6paTl/ITe BHMMaHWME Ha TO, YTO CXeMa pasmelleHnAa N NoAKNHOYeHNA o6opy,a,osaH14ﬂ
AO0/1XKHa ObITb npeasapuTesibHO CornacoBaHa C NpeacTaBuUTeIAMm Bl/lp)'Kl/l.

KakoBbl TpeboBaHMA K crnocoby NpoknaaKku Kabeneit? Moxem in Mbl NPONOXKUTL Kabenu no Bepxy
CTOMKN? MOMHO NU NycKaTb Kabenun nog NOAOM MeKay CToOMKamu? ECTb 1M mexay CToliKamu
NPOMEKYTOYHbIE NPOEMBI?

Bce BHeLLHME KPOCCHPOBKM 3a Npeaesibl CTOMKM BbIMOMHAOTCA COTPYAHMKOM BUPXM C UCNOb30BaHMEM
3apaHee NPONOMKEHHbIX KabenbHbIX cucTem. MpoknaaKa kKabens no Bepxy CTOMKM BO3MOXHA B CAyYasX,
Koraa TpebyeTca KOMMYTaLmMa ABYX COCeAHMX CTOEK KAMeHTa M TaK e BbINONHAETCA COTPYAHMKOM
Bupskin. Hrkakme apyrie cnocobbl NPoKNaAKM Kabenel He AonycKatoTcs.

MNpepocrasnaete v 8bl KABENU AR NOAKNOYEHUA NN NX HYXKHO NPUBO3UTb CAMOCTOATENILHO?

Mbl npefocTasasem Kabenb Aa8 NoAKNoYeHA 060pya0BaHUA K ceTAM Bupsku. [N BHYTPUCTOEYUHbIX
NOAKNOYEHUI KAMEHT UCNO/b3YET CBOM CODBCTBEHHDIN Kabenb, IMH60 B HEOONbLIMX KOMYECTBAX Mbl
MOYeM ero NpeaocTaBuTb.

Kak obecneuynBaeTca 0TKa30yCTOMYMBOCTL MOAK/IOMEHUA K MEPUMETPY AOCTYNA K TECTOBLIM CEPBMCAM?
Kaxkgoe nofKkntoyeHme ocyLecTBAAETCA Napoi NOPTOB B OTKA30YCTOMUYMBOM pexknme. Kaskablii nopT B
nape Ha CToOpoHe BUpKKM NOAKAYaEeTCA Yepes pasHble CeTeBble YCTPOMCTBA.

[ns pesepBMpPOBaHMA NOAKAOUYEHN CepBepPOB Ucnoab3yeTca npoTokon LACP (IEEE 802.3ad), ans
pe3epBMPOBAHMA NOAKMOUYEHWNIN CETEBbIX YCTPOMCTB — NPOTOKOA BGP.

B uensax obecneyeHns 0TKa30yCTOMYMBOCTM MOAKOUEHNA CETEBLIX YCTPOMCTB Ha CTOPOHE KMEHTA
PEeKOMEHyeTCA OCYLLeCTBAATL NOAKNOYEHMS Yepes ABa Pa3HbIX CETEBbIX YCTPOMCTBRA.

Kakue TexHuyecKue TpeboBaHUA K NOAKAOUEHMIO 1M6uTt/c?
Tunbl UCnoNb3yemblx Kabenen: meaHble Catb ¢ pasbémamu RJ45. CtaHaapT nogkatodeHma: 1000Base-TX.
OnTnyeckne mHoromoZLosble ¢ pasbemamu LC. CtaHgapTbl noakatoveHna: 1000Base-LX, 1000Base-SX

Kakue TexHuueckue TpebosaHmus K nogxaoHeHmno 10rénr/c?

TUnbl UCNONb3YEMbIX Kabesel: onTuyeckne MHOromoAoBble Kabenun ¢ pasbemamu LC-LC. SFP+/10GBASE-
SR. JlonycKaeT NoAKNO4YeHNE CETEBBIX YCTPOMCTB, MOAAEPKMUBAOLWMX MPOTOKON ANMHAMUYECKOM
MapLwpyTmsaummn BGP.

MpeocTaBnAeTCcA NN BHEILHWIA aapec B ceTu MHTepHeT npu 3akase ycayru "lMoaknioueHme nHtepdeitca
ynpasneHua "?
[a, BblaenaeTcs BHeLHNM aapec U3 aapecHoro npocTpaHcTea 85.118.178.0/23.

OpraH1M30BaHO N pe3epBUPOBaAHMNE KaHaI0B NOAKNIOYEHUA K ceTU VHTepHeT?
[a, BHellHee NoAKAOYEeHME K CeTU MIHTEepHET aBTOMATMYECKM pe3epBnpyeTca No NnpoTokony BGP mexay
TOYKaMM MPUCOEANHEHMA K BbILLIECTOALLMM ONepaTopamum CBA3MN.

CyuwiecTByeT /M 3alLMTa OT CKaHUpoBaHMA NopToe M DDoS-aTak?

Mo yMmon4aHuto 3anpeLleH Ntobon ceTeBOM AOCTYN - Mbl pa3peLlaem A0CTYN K KOHKPETHbIM
agpecam/nopTam no 3anpocy KaneHTa. CneunanmsmpoBaHHOM 3alMTbl OT CKAHMPOBAHKUA NOPTOB M Anti-
DDoS He npeaycMoTpeHbI.

KTo 3aHMMaeTcA NoAKAoYeHUeM Halero o6opya0BaHUA K NepUMeTpam A0CTyna K TECTOBbIM CepBMUCaM, K
CeTU UHTEPHET 1 APYrUM CepBMCaM KONOKALIMKN?

ﬂO,EI,KmO‘-IeHVIﬂ OCYyLLECTBNIAETCA TO/IbKO HAWWMM UHKEHEPOM. ﬂO)KaﬂyVlCTa, O6paTl/lTe BHMMaHWe Ha TO, YTO
noaknt4vyeHne J0NXKHO ObITb npegBapuTenlbHO COrNacoBaHO C NpeacTaBuTenamm EI/Ip)-KI/I.
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Bo3amorkHO /iM NpegocTaeneHme ycnyru remote hands? KakoBbl CPOKM pelleHus 3anpocos?

[a, 3To BO3MOKHO. [1nA NonydeHna MHGOPMaLIMM O CPOKaxX pelleHms Bam HeobXoAMMO NpeaoCcTaBmTb
HaM NONHYIO KOHOUTYPALMIO M CXeMy NOAKAoYeHMs 06opyaoBaHua. Mocne obeyKaeHUa KoHOUrypaumum ¢
npoussoanTenem obopyaoBaHMs, Mbl NPEeAOCTaBUM Bam AaNbHENLWYIO MHPOPMaLMIO.

B KaKoe BpemA BO3MOXHO NpegocTaBaeHue ycayru remote hands?

Halw aexxypHbit nHkeHep goctyneH ¢ 09:00 no 23:00 N0 MOCKOBCKOMY BpeMeHM no paboumm aHaAm. B
ero 06Aa3aHHOCTM BXOAAT Ba30Bble 334341 NPW SKCTPEHHBIX CUTYaLMAX: Nepe3arpyska cepeepa no
NWUTaHWIo, 3ameHa hot-swap AMCKOB U T.4,
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